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YBaxaembie rpaxaane!
I'Y MB]] Poccum no Boarorpanckoii o6macti npeaynpexnaer
«OCTOpPOKHO MOIIEBRHMKH D

B uacTosiuiee BpeMn Ha TeppuTopuy Bonrorpaackoit 061acTH NPOAOMKAKOT PETHCTPUPOBATLCA
CIy4aH KpPaX ACHESKHBIX cpeacTB ¢ OaHKOBCKHX CYETOB M MOIICHHHYECTB, COBEPIUCHHBIX C
HCTIONB30BaHHEM CPEACTB cBa3d M ceTH Mareprer. Kaigtoe 3-e npecTynineHHe Ha TEPPHTOPHH PErHOHA
COBEPLIAETCA € HCNONB3OBAHHEM  HH(OPMALMOHHO-TENEKOMMYHHKAUUOHHBIX  TEXHONOTHH
(aanee — IT-nipectynnenns, UTT-npectynnenns).

Ytobel He CTaTh KEPTBOH MOIUCHHHUKOB, a TAKKe He NMHHIUTLCH CBOMX NEHEKHBIX CPEACTB,
obparure BHHMAHHE Ha OCHOBHbIE CHOCOOBI M CXEMBI COBEpLICHMA pacCMAaTPHBAEMOro BWAA
MPECTYIMNEHHI, NTPH 3TOM CIEAYET YHMECTh, YTO MOIIEHHHKH MOAEPHH3HDYIOT, YCOBEPIUEHCTBYIOT H
BHAOH3MEHSIOT JAHHBIE CNOCOOLL, JUIA TOro, YyTo0 BBECTH Bac B 3a0myXAeHUE H 3aBAANICTh ACHEKHBIMH
cpeactsaMi. (OTHECHTECH K NpUBEICHHOMY MAaTepHany Huke ¢ 0coObIM BHumanueM. [lomenurech
uadopmarmeit co cBOUMH GIHU3KAMH 1 poJcTBeHHRKAaMH, He aaiite ce®a oOMaHyTh.

OrnnuurtensHol  deptoft  coBepmenus IT-npecTyniaeHuii sBISETCA HMX  COBEpUIGHHE C
HCMOJb30BAHHEM COLMANBHOW HHMEHepuH, rie padoTaeT 4yenoBedeckdd (GakTop. 37M0YMBILINEHHNK
MOMYYEET BCiO HEOOXOAMMYIO HHDOPMALIMIO OT MONB30BATENA NYTEM BBEACHHA ero B 3abIyiacHNe.

Hrak, Hanbonee pacnpocTpanéHHbiMi criocobamu IT-nipecTynneHuit ABIAKTCA CleAyioLlHe
CXEMBI: _ !

1. Tenedonnoe MowIeHHHYECTBO MO/ MPEAAOroM 3BOHKA COTPYAHUKA Danka. [loTepneswemMy
MOCTYMAeT 3BOHOK, rA¢ cobecemHNK NpeacTaBnseTca cOTpyarnkoM OesoflacHocTH baHka, coobwaer
HHPOPMALIMK) O TOM, UTO AKOOBI ¢ GAHKOBCKOH KapThl NOTEPNEBIIEro PUKCHPOBATMCE NOTILITKH KPaXKu
JEHEXHBIX CPEACTB 3AOYMBIIUICHHHKAMH, WNH Ke COOOMIaeT BHAYMAHHYIO OMEpaLuHio Mepesoad
JEHENHBIX CpelcTe ¢ OAHKOBCKOH KapThl M HA3bIBAECT BBIMBIIINCHHBIE NaHHbIE UENOBEKA, B YEH alpec
AkoOw1 ocyllecTBAANCA Neperod. C UeNbIO NPeaoTBPALLEHNS BbIMBILIEHHOTO TIEPEBOAA, NOTEPMNEBIIETO
BROAAT B 3almykaeHHe W BenyT neperosopsi. B xome pasrosopa  MpeaynpexaaloTr o
KOH(PUACHUKHANBHOCTH H 06 YTONOBHOH OTBETCTBEHHOCTH 3a pasrialieHle HHpOpMaLMK, NONYYEHHOH B
NpoLecce AHANOra ¢ BBIMBIWICHHBIM COTpYIHMKOM. Jlia BBepeHus B 3a0ayIAEHHE M NpHIAHHA
{IPABHOIOGO0HOCTH, MOIMSHHHKK MOIYT BBICBLIATE MOAAcABHBIE  (oTorpadun MAOKYMEHIOB U
YAOCTOBEPEHUAMH, AOBEPECHHOCTAMH M T.A., B MOATBEp:KIEHHE, YTO OHH ICHCTBUTENBHO ABJSIOTCAH
COTpyRHHKaMM, Hampumep Llentpamshoro 6amka Poccuiickoit ®enepaunn.' Llenb MOmEHHHKOB —
BbIBECTH IICHEKHBIC CPEICTBA Ha «0e30MacHsIe CHeTa», OTKPbiTeie 2ko0b B LIb P®. B neficTBHTEABHOCTH
e, JCHEXKHbBIE CPEACTBA NOCTYNAIOT Ha CYETa, MOAKOHTPOJIbHbIE MOLIEHHHKAM.

CxeM [aHHOrO BHAA NpPEeCcTYIUICHHS MHOXECTBO, & LUEAb OOHA: 3aBNaleTh JAEHEKHBIMH
CPEACTBAMH, MOTEPNEBILETO, 3aCTABUTH MOMYYHTh KPEAMT B MOOHIBHOM HpHAOKeHHH GaHka HIH B
OTIEICHHH GaHKa, a 3aTEM BCIO CYMMY TIEPEBECTH HA NOJKOHTPONBHEIC MOLLIEHHHUKAM CUETA.

BaxHo: MOWEHHUKH MOTYT NPOCHThL YCTAHOBWTE CTOPOHHME NPUIIOKEHHS MU YAAJIECHHOTO
aoctyna yepes MoOunbhbli Tenedon (Any Desk 1 Rust Desk), yéeauts Bac otnpaButecs B SankaHIIni
0aHKOMAT H NePeBeCTH ASHEKHbIE CPEACTRA €O BCeX DAHKOBCKUX KapT Ha «Oe30macHbIe CYETa». YIpo3sl,
3aNYTHBAHHE, OCYLIECTRACHHE MOPATLHOTO AABICHHS — 3TC HEOTHEMJIEMbIE HHCTPYMEHTA NPECTYIHAKA.

Bruumanne: Hacrosuumii coTpyaHuk 6axka Hukora He o0parurcs k Bam ¢ nogo6Hoii npocsGoi!
He coofuraiite cBou SIHUHbIE NaHHEIES, JaHHBIE BAHKOBCKHX KapT, MAH-KOJ, TPEX3HAYHBIHA KOA Ha 0bopoTe
0aHKOBCKO# KapThi, MOCTYNHUBLIHE TAPOTH NO CMC-coo0LeHH o W T.A. He cornamalitech ycraHasmuBath
Ha CBOE MOOMJILHOE YCTPOHCTBO MAH NEPCOHANBHELI KOMILIOTED NpOrpaMME! YAANEHHOTO J0CTyna (Any
Desk u Rust Desk). Cpouso npepBiTe pa3ropop H MO3BOHHATE Ha HOMEP rOPAYEH TMHUK, YKAa32HHBIH Ha
obopote Bawmel 0aHKOBCKOM KapThl [UIA yTouHeHHA uHopMauun. B Modunbiom NpHIOKEHHH BaLIETO
6aHka BbI MoxeTe coolIHTE 00 aBOHEHTCKHX HOMEpax, C HCMOJB30BAHUEM KOTOPBIX IIBITANUCE
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COBCPIIHTEL MOLICHHHYECTBO B OTHOIIEHHH Bac, Tem caMmbIM BbI NpEA0OTBPATHTE JAPYTHX moaei ot
BO3MOKHOTO COBCPIICHHA MOLICHHHYCCTBA.

2. Tesiepornoe MOIIEHHHYECTBO N0 npeaorom «PojacrseHHnk nonas B 6eay». Ha cotosbiii
WM crtanMoHapHsiii  Ttenedon BaM  nocTynaer 3BOHOK OT HEH3BECTHOro abOHEHTa, KOTOpPbIH
NPEACTABIACTCA POJACTBEHHHKOM HJIH 3HAKOMBIM, cooﬁmam O TOM, 4YTO HapyuH/l nmpaBl/Jia 10pPOKHOIO
JABHKCHHA HJIH COBCPIUIMI [PECTYIICHHE, H JUIA  «PEINEHHA BONpOCa» C [PEACTaBHTENAMH
PABOOXPAHMTE/ILHBIX OPraHOB O HENPHBICYEHHH K YCTAHOBJICHHOW OTBETCTBEHHOCTH, NPOCHT
TIEPEBECTH WIIM TIepe/iaTh JCHEKHbBIC CPE/ICTBA, 32 KOTOpLIMU npuOyaeT Kyphep. B npouecce pasrosopa
JUISL IPHAAHMS TIPABAONIOI00HOCTH 3BOHAIMI nepenaeT TpyOKy akoOel coTpyaHuky nonunuu. Kak u B
MPOLIJIOM BHJIE NIPECTYIUICHHS, MOTEPNEBLINI MPEIYTPekIaeTCs 0 KOHPUIEHIIHANLHOCTH pa3roBopa u
npeaynpekaaeTess 00 YrojioBHOH OTBETCTBEHHOCTH 3a pasriamenne wadopmaumn. Cuenapuii Moker
MCHATHCA, «AKTCPbI-MOILICHHHKH» 6}’}1)’1‘ MOJICTpaAauBaATLCA MO CHTYALHK, HO 1C/IbL OJHA: 3aMOJYHHTDL
Baiu ienexHbIC cpe/IcTBa.

Buumanue: 4yToObl HE NONACTHCSA HA NMO100HBIC YIOBKH MOIICHHHKOB!

— HE BNajaiTe B MAHWKY, HE TOPONMHUTECh MPEANPHHHMATL JCHCTBHA 10 HHCTPYKIHAM
HEH3BECTHBIX JIHIL;

— B pasroBope 3ajaiiTe BOMPOCH! JHYHOTO Xapakrepa, MOMOorawpime odinunTs U pasodnauuTh
MOUIEHHHKA;

~ 1101 JOOBIM HPEUIOroM rocTapaiTech npepsath Oecely, NoJoKHTE TPYOKY M CAaMUM CBA3aThCS
C POACTBEHHHKAMH HIIH 3HAKOMBIMH, O KOTOPBIX HICT PCYb, 1A YTOYHCHHA Hud)opmaunu;

— He NePeBO/INTE U He Nepe/laBaifTe CBOU JICHEKHbIE CPE/ICTBA HE3HAKOMBIM JIKOIIM HH 1101 KAKHM
npeuiorom, uHaue Bel puckyeTe nx JTHIIHTHCS.

3. Teaedponnoe momenHnvecTBo ¢ wucnoiab3opanuem CMC-pacewiiok.  Ha tenedon
norepnesuero nocrynaror CMC—coobmenns ¢ Tekctom «Bama kapra 3abnokuposanar», «IlepeBoj
aeHer orMeHen», «CrnucaHue JeHEKHbBIX CPEACTB MPOUUIo yeneuHo. Ecnu Bbl He coBepiiany NoKynky
WIN [IEPeBOJL, 3BOHMTE Nno Homepy Ttenedona» u 1.1 IlpH pearMpoBaHuM Ha NaHHBIE COODIICHMS,
NOTEPeBIINii Nepe3BaHuBaeT Ha TeaedOoHHbIE HOMEpa, YKa3aHHbIC B TEKCTe COOOINEHHS, BCTYNas B
auanor ¢ Mowexnnukamu. [lonaras, 410 nNOTEpHEBIUMI BEAET pasroBOp ¢ JACHCTBHTE/NbHBIMH
COTPYAHHUKAMH COTOBOM CBSA3M WM ke DaHKa, OH BBITIOJIHACT BCE JCHCTBHA MOIICHHHUKOB, HANIpaBJICHHbIE
Ha BBIBO/1 JICHEHKHBIX CPEJICTB Ha CYeTa, UM MOJIKOHTPOJIbHBIE.

Baxkuo: Bbl 10/KHBI MOHHMATh, YTO NPH TMOJYHEHHH TMOAOOHBIX COOOLICHHWH, HE HYKHO
nepe3BaHHBaTh N0 yKa3aHHbIM TeaedoHHbIM HOMepaM. HeoOxoaumo cpa3y obpauarses no tenedony
ropsuei JHHUM JUIsS YTOYHEHHS HHOPMAIMH, WK e HIHOPHPOBaTh N0J00OHOI0 Xapakrepa coodueHus.

4. BupkeBoe MoleHHHYecTBO. /laHHas NPOTHBONpPABHAA CXEMa HCMOJIL3yeTcd Ui oOMmana
HEOMBITHLIX TOABL30BATENCH, HEJIABHO PEUIMBIINX MO3HATh 3aKOHLI OMpPXKEBOrO phIHKAa M 3apabortath
Nerkue aeHbru. Ponb MOIIEHHHKOB BBHINOMHAIOT PabOTHUKHM TPEHI0BOH OpraHnu3almM «OAHOAHEBKHY.
PazinuubiMu 10CTYIHBIMK crioco0aMu OHH HaOMPAIOT KJIMEHTOB Ul oOyueHus urpe Ha OHpIKEBOM
PHIHKE ¢ rapaHTHPOBAHHON MPHOBUILIO. AKLIEHTHPYIOT BHHMAHHE HA KOPOTKOE M JIerkoe o0ydeHHe ¢
3apabOTKOM € NEPBOro BIOKEHHA, TOPrys Ha (GOHIOBOM PLIHKE aKUHAMH, OOJIHIALMAMH, BAIKOTAMH H
KpHOTOBOIIOTAMH. JIpYTHMH CJI0BAMH, 9TO NCEBAONPOPECCHOHATBHBIC YYaCTHHKH (PHHAHCOBOTO PHIHKA,
KOTOPbIE AKTHBHO PEKJIAMHPYIOT CBOM YCIYIH MO OPraHH3allMi TOProeian Ha (ougoBom peiHke. Bee
PHCKH /Ul TIOTEPNICBLIETO KPOKOTCA B MEIKOM 1IpH(TE B J0roBOpe, 3aKIH0HAEMOM MEKIY CTOPOHAMH.
IT0 JUIAIIMHCA BHJ MONICHHMYECTBA, HA MEPBBIX 7JTanax [OTEPHEBIINI BECbMa BOOJYUIEBJIEH
pacckasamu o ckopeiilem oboraieHnH, BLIMONHACT Bee yKkaszauns paboromarens. [Nocne npoxoxkaeHus
00y“eHHs JKEPTBE NPE/UIAraeTes nonpodoBaTh BLIHTH Ha OMPKEBOIH PHIHOK, BIOKHTE HEOOIBILYIO CyMMY
JIEHET, U NIPOJIEMOHCTPHPOBATE YMEHHA, TI0JIy4eHHbIC B X0/1¢ 00ydenus. OxHaKo, noTepresinii He 3HaeT,
4TO BCE JICHCTBHA HAa OMPXKEBOM PbIHKE OH MMPOH3BOANT Ha 3aMPOrPAMMUPOBAHHON BOT-BEpCHH, KOTOpas
NpH JIIOOBIX CHTYaUMAX M YCHOBHAX aITOPHTMAaMM BbiBeAeT NpuObUIb. Booayiiesasscs CBOMMY
yCrnexamu, moTepreBIHi coramaercs BHOCHThL Ha Oupiky Bee Oonbume cymmbl. He peako Betpevaiores
clydaH, Korja xeprea OGepet KpeAnThl N0 3aJ10T HMYIIECTBA, & B [I0CAEACTBHE €ro JHIIAETCs, TaK KakK
BCE JICHE)KHBIC CPEACTBA, BHECCHHBIC HA OMPIKY, NEPEBOIATCS MOLICHHHKAMH B O(ILOPbI HIH HHBIC
MNOAKOHTPOJIBHBIC UM CHETA.



OranunrenbHOl yepToii Takoil Tpeiiaepckoil KoMnaHueil sBISETCS ee NMOCTOSHHBIH nepees B
pasiinynble ropoaa. OrpaboTas B 0J1HOM PErHOHE JOCTATOUHOE KOJTHYECTBO KEPTB, OPraHH3alus B OJHH
JeHb nepeeskaeT B Apyroi peruon. Ilpusieuenne K yroaoBHOH OTBETCTBEHHOCTH pabOTHHKOB TakHX
OpraHM3alMi MpaKTHYECKH HEBO3MOXKHO, BEb BCE PHUCKH moteprieBmini Oeper Ha cebs, 3akmouas
JI0TOBOP.

Baxno: npu odopmiaennn norosopa ¢ Opokepckoil KOMNaHWEH, BCce PHCKM Bbl Oeperte
HCKJIKOYHTEIBHO Ha cebst.

IMomuuTe: OpOKEPCKHE KOMIAHHK MCTIONb3YIOT CHETa TOJBKO HOPHAMHEcKHX JHIL Ecim ke B
npotecce 0pOpMIEHHS TIEPEBOAAa Bbl OOHAPYKHIIM, HTO JICHBI'M NOCTYIAT Ha CHET (PH3HYECKOI0 JIHLA,
3HAHTE — BAC XOTAT OOMaHYTh.

5. MowmeHHHYeCTBO ¢ HCNOJb30BAHHEM TOProBbIX HHTEPHET-IIOMAA0K. B 1annoi cxeme
MOIICHHHKH MOTYT BBICTYNATh Kak B POJIH MOKYIATeas, TaK W B poiav npojaasua. [naBHas 3amava
KHOEPMOILEHHUKOB — BbIYAKHBAHHE KOH(DHICHUMAIBHBIX JIaHHLIX: MAPOJICH, PEKBU3HTOB KapT, CYETOB
JUISL KPasky JICHEer JMCTaHLHOHHBIM criocoOoM. BakHo ocymiecTBasaTh Kakne-nmu00 AeHCTBHS Ha JAHHBIX
MJOMIAIKaX, YYHTHIBAsS TPOCTbIE npaBwia M3 wH(posoi rurwensl. Hanpumep, He nepexoauts B
CTOPOHHHE MECCEH/KEPBl JUIA NPOJAO/IKEHHs JHANora, He IepeaaBaTh JHYHYH HHOOpMALMIO, HE
MPOH3BOIUTE NPEJIOTLIATY, €CJIM HE YBEPEH B MPOABIE, HE MIEPEXOIHTD 110 M0J103PHUTEIbHBIM CChUIKAM,
B CJEICTBHE KOTOPOr0 MOXKET TPOM30ITH 3apaKeHHe BHPYCOM MOOHJIBHOTO YCTPOHCTBA WM
NEPCOHATIBLHOIO KOMIBIOTEPA.

Bunmanwue:

— Bbl 3a110/103pHJIH HHTEPHET-NIPOABIA HIN MOKYaTels B He100POCOBECTHOCTH, OCTABAHTECH
OAMTENLHBIMK, HE NPHHUMANHTE MOCNCIIHBIX PEMICHHH W NPH NEPBBIX NOJO3PEHHAX OTKAKWUTECHL OT
CJIEJIKH;

~ BCTpeUaHTech C MPOAABLOM B 00LICCTBCHHOM MECTE, TaK Kak 2To HauboJiee He3onacHlii cnocod
COBEPLICHHSA MOKYIIKH;

— HUKOI/Ia HE MEePEBOJAMTE JACHBI'H HE3HAKOMBIM JIMLIAM, @ TAKIKE MPOJABlLIaM Ha HEIPOBEPEHHBIX
TOPrOBBIX HHTEPHET IUIOLIAKaX, B KaYyecTBe MpeJAoIuiaThl M He coobiaiiTe AONOIHATEILHBIE JaHHbIC
0aHKOBCKHX KapT, JUISl BHECEHHS NMPEIOIUIAThl 3a peain3yeMblii TOBap;

~ 3AIIHTHTE CBOH KOMITBIOTEP, MOOMIIBHOE YCTPOHCTBO OT BHPYCOB;

— BblOMpaiire OGe3onacHble CaiThl, WHTEPHET-MArasvHbl CYILECTBYIOLIHE [POIOIKHTEILHOE
BPEMsl H HMEIOLIIME IMOJI0AKHTE/IbHBIC OT3bIBbI PEaIbHbIX NOKYNATEICH;

— HCTIONIb3YyeTe CHeTeMy Oe30MacHbIX TUIaTeKEH;

— 3aBEAMTE OTACJbHYIO KapTy IS NMOKYNOK B MHTEPHETe, H HE JICPKHMTE Ha HEH KpyrHble
JICHEKHBIC cOepeKeHns;

— MOAKJTIIOYMUTE YCIIYTY CMC — ONOBEILIECHHS.

6. MOuIeHHHYECTBO ¢ MCNOIbL30BAHHEM COLHAIbLHBIX CeTel, MecCeHIKepoB. 3a4acTyio, Ha
JMYHbIC CTPAHMLbBI M0/1b30BATENCH WIH B MECCEHIDKEPE N0 JTHUYHOMY aDOHEHTCKOMY HOMEPY NPHXOAAT
COOOIIEHHS OT 3HAKOMBIX WIH POJCTBEHHHKOB, € NPOCbOOH 3aHATH JICHEKHLIE CPEICTBA M0
PazIMUYHBIMKM  TIPEUIOraMHM, HIH ke ¢ npock0oil mporosocoBath B KOHKypee 3a pebenka. ¢
NPHKPENIEHHEM (PHILTHHTOBOH CCBIIKH JUIA rosiocoBanus. [Tonaras, 4To noTeprneBuni BEACT AHAIO0T CO
CBOMM 3HAKOMBIM WJIH POJCTBEHHHKOM, OH BBIMOJIHACT BCE MOCTYNAKOIIME YKa3anus. B KoHeuHoM urore
MOILICHHHUKH 3aroiy4aloT JICHEeKHbIE CpEJACTBA, KOTOpbIE IOTEPNEBIIHI caM ke [1E€PEBOJMT Ha
NOAKOHTPOJIbHBIC CHETA MOILICHHHKAM.

AKTYaJIbHOH CXEMOii MOIIIEHHHYECTBA HA CETrOAHSALIHMII /IeHb ABJISETCS BBOJ B 3a0nyxieHue
COTPY/IHHKOB aJIMHHHCTPaLMi # KoMuTeTOB 0OnacTy. JlaHnas cxema BRITIAAMT caeayiommm obpaszom. B
meccenukepe  «Telegram» noteprieBuwieMy nocrtynaer cooduieHHe sKkoObl  OT  PYKOBOJAMTENA
rOCYIapCTBEHHOIO YYPEkJICHHUs, B JICHCTBUTEIBHOCTH (DEHKOBOrO aKKayHTa OT ero umeHH. Berynas B
AMANOr, MOTEPIEBIUHH  MOATBEPAJIACT  Mepel  MOIICHHHKAMH  CBOK  3aHHTEPECOBAHHOCTD,
COTPY/JIHHYECTBO M FOTOBHOCTH BBITIOJIHHTHL Bee yKka3zanus. [locne yero, norepnesuieMy B MECCEH/Kepe
«Telegram» mocTynaer 3BOHOK OT MOILUCHHMKA, KOTOpbIH npeactasasercs corpyanukom ®OCb wan
BBILICCTOAILETO TOCYAAapCTBCHHOI'0O OpraHa, H COOGHIEIGT 0 HCOGXO,}IHMOCTH MPHHATL YHACTHC B
ONEePATHBHO-PO3BLICKHBIX MEPONPHATHAX 110 H300IHYEHHIO MOLICHHHKOB B OaHKOBCKOH cdepe, KoTopbie
NBITAIMCE OOPMHTH KPEAHT Ha COTpyAHHMKa. B CBOIO ouepeib, MOTEpHeBUIMii Npeaynpekiaercs o
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HepasIlallleHnH JaHHoH HHQOPMALHKA ¥ Aaliee, NO YKA3AHHIO YYACTHHUKOB TIPECTYIIHOH CXEME, ¢ Lelblo
COXPAaHEHHSA CBOMX ACHEXKHBIX CPEACTB, €r0 OTNPARNAIOT B pa3iuuHble DaHKH, TAe NOCACIHHHA JOMKEH
MOAYYHTH KPEAWTHI W NEPEBECTH AEHBIM Ha «Oe30MacHble CHETa», KOTOpPble B MEHCTBHTEIBHOCTH
OPHHAANCKAT MOUIEHHHKaM. Jins npuaaHus  npapaonofo0HOCTH  MOIIEHHHYECKHX  IEHCTBHH,
IMOYMBILLEHHAKH MOTYT HANDABIATS COTPYAHHKAM PasTHIHEIC YBENOMICHHA OT MMEHH LienTpantHoro
faHKa, a TaKxe H300paKeHNs CYKEOHBIX YA0CTOBEPCHUH.

BHumaHnHe: He NepexoauTe DO NOAC3PHTENLHBIM CChLUIKAM, HE BCTynaiTe B JHANOT C
MolueHHuiKaMi. [lo3BOHNTE CBOEMY 3HAKOMOMY, PYKOBOIMTENIC, OT 4YbEr0 WMEHH BaM TNOCTYMHNO
cooDuICHUE U COODIIHTE eMy 06 3ToM. B ciiyuae, €civ Bbl BCe-TaKd CTalld KEPTBOH MOLICHHHKOB:

— He3aMeIuTeNbHO 3a0noKkupyiiTe Balny kapTy;

~ OMpPOTECTYHTE onepaLyio (B TOT XKe ASHb KOrLa BaM NOCTYTIHAC YBEAOMIEHHE O HE3aKOHHOH
onepaudu, obpaTuTeck B oTAeNeHUe GaHKa, 3aMPOCKTE BBIIIMCKY MO CUETY H HANWILMTE 3asBleHHE O
HECOTNIacHH ¢ onepauuel, KOTOPYIO HE COBEPILATIA. 3K3€Ml’lﬂﬂp 33fAB/ICHUA C OTMETKOH Oanka, YTo OHO
NPHHATO, OCTaBbTE cebe); oo -

~—obpautalitecs B TONULUMIO C 3aABNEHHEM.

7. MouleHHHYeCTBO ROA MNPEIOroM NPOLACHHA C¢PoOKa AefCTBHA CHM-KAPTHi HJH
HenmpaBOMepPHOTo A0cTYNa K noprany «locycayruw», Bam nocrynaer 3BoHOK sKo6bl OT MOOHNBHOFO
onepatopa. CooblaoT, ¥To cpok AelicTeHA Bawel cuM-KapThl ucTekaer WK yxe 3akoH4unca. Jns
npouieHs Heobxoaumo nazpate koa M3 CMC. MouwenHHKH y6exatoT, YyTo, €CAM 3TOr0 HE CACIATD,
KapTy 3a0JIOKMPYIOT M JOCTYN K MOOMILHOH CBA3M, NPHIOKCHUAM, OHIAHH- cepevcam Oyader
3abnoxkuposaH.

Coo0wuB ko, Brl n1acte 3n10yMBIUNEHHNKAM JOCTYN B JIMYHLIA KabHHET noptana «[ocycnyr»,
rae adepucTbl MEHAIOT HApONU M MOTYT GECnpensTCTBEHHO MEPEBOANTE ACHLIH, OTUIAYUBATH TOBAPSHI,
otopMaATE KpeauThl. Bnaneaen HoMepa HHUETO He MOAO3PEBACT B 3TOM CNy4ae, Tak Kak coobmeHus
NPUXOAAT Y)Ke Ha ApYTOH HOMED.

BaxkHo: HH 110 KAKHM NPeTOrOM HE HA3BIBAKTE HEW3BECTHHIM KOIB! M MApOaH, NpUILEILIHE B
CMC-COODILEHUSIX, NaXKEe eCRU 3BOHMBLIME MPEACTABIANTCA COTPYRHHKamMM OaHKOB, ONEpaTopoB
MOGUILHON CBA3Y U T.4. DT0H HHbOpMaLHEH MOTYT BOCTIONB30BATECS 30YMBILLICHHUKH.

Homunure! Cum-KapTa He HMEET CpOKa FOAHOCTH H IIPH NOCTOSHROM HCIIOIb30BaHHH NPOIACHNUA
He Tpedyer.

8. MoweHHHYECTBO 1101 MPEAIOroM YCTAHOBKH NporpaMMuoroe obecneuenns Ha Bame
MOOH/IbLHOE YCTPoiicTBo. MomeHHUKN oA BUAOM paboTHHKOB OAHKOB 3BOHAT IpaxcaaHaM K ybexaaoT
YCTAHORHTDL CMELHANBHBIE NOAACPKKH KNHEHTA, NOTIONMHUTENLHYIO 33IHTY, AaHTHBHPYCHBIE MPUNOKEHNS
H TaKk naneec. COI"J’IaCHBI.I.IHCb., Bui NepeEXonuTe 1o FIDHCIIAHHBIM  CChINIKaM, J'IH60 CAMOCTOATENLHO
CKauuBaecTe YKA3aHHOE MPHIOXKEHHE, a Mocie 4ero obHApyXKHBAcTE CNHCAHHE C CYETOB CBOHX
cOepekeHui,

[Tpumepom Takoll nporpammel sBnserca npunoxenne «RustDesk» - nporpamma yaaneHnoro
AOCTYNa H JAACTAHUMOHHOTO YNpasicHHA CMapTPOHOM WM KOMIbIOTepoM. CkauHBas JaHHOE
MPHIOKEHHE W Ha3biBafg KOA JOCTYNA [ANA COCAMHEHHA YCTpOicTB, BBl TeM caMbiM Mpeaocrasmsere
NOJHYK BO3MOKHOCTE N0 AUCTAHUHOHHOMY BXOHy Ha Baille YCTpOWHCTBO, OacTe MOCTYN Ha
YCTAHOBACHHLIC B HEM ITpOTpaMMBl, B TOM HHCNE B MOOHIILHOE NPpHIOKEHHE TBOCTO Oanka.

Baxno: He Bepbre nonoGHbIM 3BOHKAM, HE NEPEXOONTE IO HEN3BECTHLEIM CCBHIAKAM, HE
YCTaHaBIHMBAHTE HEU3IBECTHHIE BaM MPUAOKEHHA. Y CTaHABIHBAsA B CMapTd)OHbl no npocsde TenedoHaRIX
coBeCeIHNKOB NPHUIOKEHHA, Bl PHCKYETE NOTEPATH ACHBIH. :




